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°	 maintains	a	deposit	or	investment	account;	

°	 obtains	a	loan;	

°	 enters	into	a	lease	of	personal	property;	or	

°	 obtains	financial,	investment,	or	economic	advisory	
services	for	a	fee.	

	 Customers	are	entitled	to	initial	and	annual	privacy	notices	
regardless	of	the	information	disclosure	practices	of	their	
financial	institution.

	 There	is	a	special	rule	for	loans.	When	a	financial	
institution	sells	the	servicing	rights	to	a	loan	to	another	
financial	institution,	the	customer	relationship	transfers	
with	the	servicing	rights.	However,	any	information	on	the	
borrower	retained	by	the	institution	that	sells	the	servicing	
rights	must	be	accorded	the	protections	due	any	consumer.

•	 Note	that	isolated	transactions	alone	will	not	cause	a	
consumer	to	be	treated	as	a	customer.	For	example,	if	
an	individual	purchases	a	bank	check	from	a	financial	
institution	where	the	person	has	no	account,	the	individual	
will	be	a	consumer	but	not	a	customer	of	that	institution	
because	he	or	she	has	not	established	a	customer	
relationship.	Likewise,	if	an	individual	uses	the	ATM	of	a	
financial	institution	where	the	individual	has	no	account,	
even	repeatedly,	the	individual	will	be	a	consumer,	but	not	
a	customer	of	that	institution.	

F�nanc�al	Inst�tut�on	Dut�es
The	regulations	establish	specific	duties	and	limitations	
for	a	financial	institution	based	on	its	activities.	Financial	
institutions	that	intend	to	disclose	nonpublic	personal	
information	outside	the	exceptions	will	have	to	provide	opt	
out	rights	to	their	customers	and	to	consumers	who	are	not	
customers.	All	financial	institutions	have	an	obligation	to	
provide	an	initial	and	annual	notice	of	their	privacy	policies	
to	their	customers.	All	financial	institutions	must	abide	by	
the	regulatory	limits	on	the	disclosure	of	account	numbers	to	
nonaffiliated	third	parties	and	on	the	redisclosure	and	reuse	of	
nonpublic	personal	information	received	from	nonaffiliated	
financial	institutions.

A	brief	summary	of	financial	institution	duties	and	limitations	
appears	below.	A	more	complete	explanation	of	each	appears	
in	the	regulations.

Not�ce	and	Opt	Out	Dut�es	to	Consumers

If	a	financial	institution	intends	to	disclose	nonpublic	personal	
information	about	any	of	its	consumers	(whether	or	not	they	
are	customers)	to	a	nonaffiliated	third	party,	and	an	exception	
does	not	apply,	then	the	financial	institution	must	provide	to	
the	consumer:

•	 an	initial	notice	of	its	privacy	policies;	

•	 an	opt	out	notice	(including,	among	other	things,	a	
reasonable	means	to	opt	out);	and	

•	 a	reasonable	opportunity,	before	the	financial	institution	
discloses	the	information	to	the	nonaffiliated	third	party,	to	
opt	out.	

The	financial	institution	may	not	disclose	any	nonpublic	
personal	information	to	nonaffiliated	third	parties	except	under	
the	enumerated	exceptions	unless	these	notices	have	been	
provided	and	the	consumer	has	not	opted	out.	Additionally,	the	
institution	must	provide	a	revised notice	before	the	financial	
institution	begins	to	share	a	new	category	of	nonpublic	
personal	information	or	shares	information	with	a	new	
category	of	nonaffiliated	third	party	in	a	manner	that	was	not	
described	in	the	previous	notice.

Note	that	a	financial	institution	need	not	comply	with	the	
initial	and	opt-out	notice	requirements	for	consumers	who	are	
not	customers	if	the	institution	limits	disclosure	of	nonpublic	
personal	information	to	the	exceptions.

Not�ce	Dut�es	to	Customers

In	addition	to	the	duties	described	above,	there	are	several	
duties	unique	to	customers.	In	particular,	regardless	of	whether	
the	institution	discloses	or	intends	to	disclose	nonpublic	
personal	information,	a	financial	institution	must	provide	
notice	to	its	customers	of	its	privacy	policies	and	practices	at	
various	times.

•	 A	financial	institution	must	provide	an	initial notice	of	its	
privacy	policies	and	practices	to	each	customer,	not	later	
than	the	time	a	customer	relationship	is	established.	Section	
4(e)	of	the	regulations	describes	the	exceptional	cases	in	
which	delivery	of	the	notice	is	allowed	subsequent	to	the	
establishment	of	the	customer	relationship.	

•	 A	financial	institution	must	provide	an	annual notice	at	
least	once	in	any	period	of	12	consecutive	months	during	
the	continuation	of	the	customer	relationship.	

•	 Generally,	new	privacy	notices	are	not	required	for	each	
new	product	or	service.	However,	a	financial	institution	
must	provide	a	new notice	to	an	existing	customer	when	the	
customer	obtains	a	new	financial	product	or	service	from	
the	institution,	if	the	initial	or	annual	notice	most	recently	
provided	to	the	customer	was	not	accurate	with	respect	to	
the	new	financial	product	or	service.	

•	 When	a	financial	institution	does	not	disclose	nonpublic	
personal	information	(other	than	as	permitted	under	section	
14	and	section	15	exceptions)	and	does	not	reserve	the	
right	to	do	so,	the	institution	has	the	option	of	providing	a	
simplified	notice.	

Requ�rements	for	Not�ces
Clear and Conspicuous.	Privacy	notices	must	be	clear	and	
conspicuous,	meaning	they	must	be	reasonably	understandable	
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and	designed	to	call	attention	to	the	nature	and	significance	
of	the	information	contained	in	the	notice.	The	regulations	
do	not	prescribe	specific	methods	for	making	a	notice	clear	
and	conspicuous,	but	do	provide	examples	of	ways	in	which	
to	achieve	the	standard,	such	as	the	use	of	short	explanatory	
sentences	or	bullet	lists,	and	the	use	of	plain-language	
headings	and	easily	readable	typeface	and	type	size.	Privacy	
notices	also	must	accurately	reflect	the	institution’s	privacy	
practices.

Delivery Rules.	Privacy	notices	must	be	provided	so	that	each	
recipient	can	reasonably	be	expected	to	receive	actual	notice	
in	writing,	or	if	the	consumer	agrees,	electronically.	To	meet	
this	standard,	a	financial	institution	could,	for	example,	(1)	
hand-deliver	a	printed	copy	of	the	notice	to	its	consumers,	(2)	
mail	a	printed	copy	of	the	notice	to	a	consumer’s	last	known	
address,	or	(3)	for	the	consumer	who	conducts	transactions	
electronically,	post	the	notice	on	the	institution’s	web	site	and	
require	the	consumer	to	acknowledge	receipt	of	the	notice	as	a	
necessary	step	to	completing	the	transaction.

For	customers	only,	a	financial	institution	must	provide	
the	initial	notice	(as	well	as	the	annual	notice	and	any	
revised	notice)	so	that	a	customer	may	be	able	to	retain	or	
subsequently	access	the	notice.	A	written	notice	satisfies	this	
requirement.	For	customers	who	obtain	financial	products	or	
services	electronically,	and	agree	to	receive	their	notices	on	the	
institution’s	web	site,	the	institution	may	provide	the	current	
version	of	its	privacy	notice	on	its	web	site.

Notice Content.	A	privacy	notice	must	contain	specific	
disclosures.	However,	a	financial	institution	may	provide	to	
consumers	who	are	not	customers	a	“short	form”	initial	notice	
together	with	an	opt	out	notice	stating	that	the	institution’s	
privacy	notice	is	available	upon	request	and	explaining	
a	reasonable	means	for	the	consumer	to	obtain	it.	The	
following	is	a	list	of	disclosures	regarding	nonpublic	personal	
information	that	institutions	must	provide	in	their	privacy	
notices,	as	applicable:

1.	 categories	of	information	collected;	

2.	 categories	of	information	disclosed;	

3.	 categories	of	affiliates	and	nonaffiliated	third	parties	to	
whom	the	institution	may	disclose	information;	

4.	 policies	with	respect	to	the	treatment	of	former	customers’	
information;	

5.	 information	disclosed	to	service	providers	and	joint	
marketers	(Section	13);	

6.	 an	explanation	of	the	opt	out	right	and	methods	for	opting	
out;	

7.	 any	opt	out	notices	the	institution	must	provide	under	
the	Fair	Credit	Reporting	Act	with	respect	to	affiliate	
information	sharing;	

8.	 policies	for	protecting	the	security	and	confidentiality	of	
information;	and	

9.	 a	statement	that	the	institution	makes	disclosures	to	other	
nonaffiliated	third	parties	as	permitted	by	law	(Sections	14	
and	15).	

L�m�tat�ons	on	Disclosure	of	Account	Numbers

A	financial	institution	must	not	disclose	an	account	number	
or	similar	form	of	access	number	or	access	code	for	a	credit	
card,	deposit,	or	transaction	account	to	any	nonaffiliated	
third	party	(other	than	a	consumer	reporting	agency)	for	use	
in	telemarketing,	direct	mail	marketing,	or	other	marketing	
through	electronic	mail	to	the	consumer.

The	disclosure	of	encrypted	account	numbers	without	an	
accompanying	means	of	decryption,	however,	is	not	subject	
to	this	prohibition.	The	regulation	also	expressly	allows	
disclosures	by	a	financial	institution	to	its	agent	to	market	
the	institution’s	own	products	or	services	(although	the	
financial	institution	must	not	authorize	the	agent	to	directly	
initiate	charges	to	the	customer’s	account).	Also	not	barred	
are	disclosures	to	participants	in	private-label	or	affinity	card	
programs,	where	the	participants	are	identified	to	the	customer	
when	the	customer	enters	the	program.

Redisclosure	and	Reuse	L�m�tat�ons	on	Nonpubl�c	Personal	
Informat�on	Rece�ved

If	a	financial	institution	receives	nonpublic	personal	
information	from	a	nonaffiliated	financial	institution,	its	
disclosure	and	use	of	the	information	is	limited.

•	 For	nonpublic	personal	information	received	under	a	
Section	14	or	15	exception,	the	financial	institution	is	
limited	to:	

°	 Disclosing	the	information	to	the	affiliates	of	the	
financial	institution	from	which	it	received	the	
information;	

°	 Disclosing	the	information	to	its	own	affiliates,	who	
may,	in	turn,	disclose	and	use	the	information	only	to	
the	extent	that	the	financial	institution	can	do	so;	and	

°	 Disclosing	and	using	the	information	pursuant	to	a	
section	14	or	15	exception	(for	example,	an	institution	
receiving	information	for	account	processing	could	
disclose	the	information	to	its	auditors).	

•	 For	nonpublic	personal	information	received	other	than	
under	a	section	14	or	15	exception,	the	recipient's	use	
of	the	information	is	unlimited,	but	its	disclosure	of	the	
information	is	limited	to:	

°	 Disclosing	the	information	to	the	affiliates	of	the	
financial	institution	from	which	it	received	the	
information;	
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°	 Disclosing	the	information	to	its	own	affiliates,	who	
may,	in	turn	disclose	the	information	only	to	the	extent	
that	the	financial	institution	can	do	so;	and	

°	 Disclosing	the	information	to	any	other	person,	if	
the	disclosure	would	be	lawful	if	made	directly	to	
that	person	by	the	financial	institution	from	which	it	
received	the	information.	For	example,	an	institution	
that	received	a	customer	list	from	another	financial	
institution	could	disclose	the	list	(1)	in	accordance	
with	the	privacy	policy	of	the	financial	institution	that	
provided	the	list,	(2)	subject	to	any	opt	out	election	
or	revocation	by	the	consumers	on	the	list,	and	(3)	in	
accordance	with	appropriate	exceptions	under	sections	
14	and	15.	

Other	Matters
Fa�r	Cred�t	Report�ng	Act

The	regulations	do	not	modify,	limit,	or	supersede	the	
operation	of	the	Fair	Credit	Reporting	Act.

State	Law	

The	regulations	do	not	supersede,	alter,	or	affect	any	state	
statute,	regulation,	order,	or	interpretation,	except	to	the	extent	
that	it	is	inconsistent	with	the	regulations.	A	state	statute,	
regulation,	order,	etc.	is	consistent	with	the	regulations	if	
the	protection	it	affords	any	consumer	is	greater	than	the	
protection	provided	under	the	regulations,	as	determined	by	
the	FTC.

Grandfathered	Serv�ce	Contracts

Contracts	that	a	financial	institution	has	entered	into,	on	or	
before	July	1,	2000,	with	a	nonaffiliated	third	party	to	perform	
services	for	the	financial	institution	or	functions	on	its	behalf,	
as	described	in	section	13,	will	satisfy	the	confidentiality	
requirements	of	section	13(a)(1)(ii)	until	July	1,	2002,	even	if	
the	contract	does	not	include	a	requirement	that	the	third	party	
maintain	the	confidentiality	of	nonpublic	personal	information.	

Gu�del�nes	Regard�ng	Protect�ng	Customer	Informat�on

The	regulations	require	a	financial	institution	to	disclose	
its	policies	and	practices	for	protecting	the	confidentiality,	
security,	and	integrity	of	nonpublic	personal	information	about	
consumers	(whether	or	not	they	are	customers).	The	disclosure	
need	not	describe	these	policies	and	practices	in	detail,	but	
instead	may	describe	in	general	terms	who	is	authorized	to	
have	access	to	the	information	and	whether	the	institution	
has	security	practices	and	procedures	in	place	to	ensure	the	
confidentiality	of	the	information	in	accordance	with	the	
institution’s	policies.3

3	 Certain	functionally-regulated	subsidiaries,	such	as	brokers,	dealers,	and	
investment	advisers	will	be	subject	to	privacy	regulations	issued	by	the	
Securities	and	Exchange	Commission.	Insurance	entities	may	be	subject	to	
privacy	regulations	issued	by	their	respective	state	insurance	authorities.	

The	four	federal	bank	and	thrift	regulators	have	published	
guidelines,	pursuant	to	section	501(b)	of	the	Gramm-
Leach-Bliley	Act,	that	address	steps	a	financial	institution	
should	take	in	order	to	protect	customer	information.	The	
guidelines	relate	only	to	information	about	customers,	rather	
than	all	consumers.	Compliance	examiners	should	consider	
the	findings	of	a	501(b)	inspection	during	the	compliance	
examination	of	a	financial	institution	for	purposes	of	
evaluating	the	accuracy	of	the	institution’s	disclosure	regarding	
data	security.

Exam�nat�on	Object�ves
1.	To	assess	the	quality	of	a	financial	institution’s	compliance	

management	policies	and	procedures	for	implementing	
the	privacy	regulation,	specifically	ensuring	consistency	
between	what	the	financial	institution	tells	consumers	in	its	
notices	about	its	policies	and	practices	and	what	it	actually	
does.

2.	To	determine	the	reliance	that	can	be	placed	on	a	financial	
institution’s	internal	controls	and	procedures	for	monitoring	
the	institution’s	compliance	with	the	privacy	regulation.

3.	To	determine	a	financial	institution’s	compliance	with	the	
privacy	regulation,	specifically	in	meeting	the	following	
requirements:	

•	 Providing	to	customers	notices	of	its	privacy	policies	
and	practices	that	are	timely,	accurate,	clear	and	
conspicuous,	and	delivered	so	that	each	customer	can	
reasonably	be	expected	to	receive	actual	notice;	

•	 Disclosing	nonpublic	personal	information	to	
nonaffiliated	third	parties,	other	than	under	an	
exception,	after	first	meeting	the	applicable	
requirements	for	giving	consumers	notice	and	the	right	
to	opt	out;	

•	 Appropriately	honoring	consumer	opt	out	directions;	

•	 Lawfully	using	or	disclosing	nonpublic	personal	
information	received	from	a	nonaffiliated	financial	
institution;	and	

•	 Disclosing	account	numbers	only	according	to	the	
limits	in	the	regulations.	

4.	To	initiate	effective	corrective	actions	when	violations	of	
law	are	identified,	or	when	policies	or	internal	controls	are	
deficient.

Exam�nat�on	Procedures
A.	Through	discussions	with	management	and	review	of	

available	information,	identify	the	institution’s	information	
sharing	practices	(and	changes	to	those	practices)	with	
affiliates	and	nonaffiliated	third	parties;	how	it	treats	
nonpublic	personal	information;	and	how	it	administers	
opt-outs.	Consider	the	following	as	appropriate:


